Pe3yanaTb| TecTa caMo3allunThbl
MHTEerpupoBaHHbIX aHTUBUPYCHbLIX MPOAYKTOB http://www.anti-malware.ru/
(TecT Ne1 ot 08.2007)

Ta6bnuua 1a: KpaTKMe pe3ynbTaTbl TeCTa CaMo3allnTbl U NoJlyYeHHble Harpaabl

TecTUDVEMBIA NDOLVKT Harpana Bcero 6annos % OT MakcumanbHO

Py poay S (makcumym 33) BO3MOXHOIO

Kaspersky Internet Security 7.0 32 97%
Gold Self-Protection Award|
VBA32 Antivirus 3.11 23.5 71%
Symantec Internet Security 2007 23.5 71%
F-Secure Internet Security 2007 Silver Self-Protection 20 61%
Award

ZoneAlarm Internet Security 7.0 19 58%
Panda Internet Security 2007 16 48%
McAfee Internet Security 2007 15.5 47%
Eset Smart Security 3.0 14.5 44%

v Bronze Self-Protection °
Trend Micro PC-Cillin 2007 Award 14 42%
Avast! Professional Edition 4.7 11 33%
Avira Premium Security Suite 7.0 11 33%
Sophos Anti-Virus 6.5 TecTt 11 33%
DrWeb 4.44 Beta nposaneH 10.5 32%
Microsoft Windows Live OneCare 1.6 10.5 32%
BitDefender Internet Security 10 10 30%




Ta6nuua 16: KonnyecTBO ycnewHo oTpaXXeHHbIX U NPONYLUEHHbIX aTaK, CyMMapHbI pacyeT 6annoB

Kon-Bo oOTpaKeHHbIX aTak
P KonuyectBo

nponyLleHHbIX aTak,
OTCYTCTBME CaMO3aLLUThbI

TecTupyeMbiit NpoayKT KonnuyecTBo monHocTbio KonunyectBo YactnyHo
OTPaKEHHbIX aTak OTPaKEHHbIX aTak

3
(1 6ann) " (0.5 6anna)? (0 6annos)

Kaspersky Internet Security 7.0

Bcero 6annos
(makcumym 33)

VBA32 Antivirus 3.11

Symantec Internet Security 2007

F-Secure Internet Security 2007

ZoneAlarm Internet Security 7.0

Panda Internet Security 2007

McAfee Internet Security 2007

Eset Smart Security 3.0

Trend Micro PC-Cillin 2007

Avast! Professional Edition 4.7

Avira Premium Security Suite 7.0

Sophos Anti-Virus 6.5

DrWeb 4.44 Beta

Microsoft Windows Live OneCare 1.6

BitDefender Internet Security 10

1) - Camo3sawmTa npoaykTa cpaboTana nofHOCTHI0 YCMELLIHO.

2) - Camo3alumTa oT 3TOro B1Aa ataku 4acTU4HO OTCYTCTBYET, HO OCHOBHOW beHKLl,VIOHaJ'I npu 3TOM coxpaHunca (aBTOMaTVNeCKVI BOCCTaHOBVIJ'ICH).

3) - Camo3alumTa OT 3TOro BUAa aTaku NMofHOCTLIO OTCYTCTBYET UMK €CTb, HO OCHOBHOM (PYHKLMOHanN BbIBEAEH U3 CTPOS.




http://www.anti-malware.ru

Cymma 6annos

TecTupyembIi NpoayKT (max 7)

Kaspersky Internet Security 7.0

OueHka
pe3ynbTaToB

XopoLuo

Symantec Internet Security 2007
ZoneAlarm Internet Security 7.0

Yposn.

Trend Micro PC-Cillin 2007
Panda Internet Security 2007
Avast! Professional Edition 4.7
Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Eset Smart Security 3.0

F-Secure Internet Security 2007
McAfee Internet Security 2007
Microsoft Windows Live OneCare 1.6
Sophos Anti-Virus 6.5

VBA32 Antivirus 3.11

Tect
nposarseH

Integrated Security Solution /

Self-Protection Level Restore Hooks*

NMHMvoD
MUY

NNMDIS
LLMMUI(Y(DXN

Avast! Professional Edition 4.7
Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Eset Smart Security 3.0
F-Secure Internet Security 2007
Kaspersky Internet Security 7.0
McAfee Internet Security 2007
Microsoft Windows Live OneCare 1.6
Panda Internet Security 2007
Sophos Anti-Virus 6.5

Symantec Internet Security 2007
Trend Micro PC-Cillin 2007

File Permission
Modification

Tabnuua 2a: UToroBble pe3ynbTaTbl TECTUPOBaHUS (CUCTEMHbIN YPOBEHb)

Tabnuua 26: NMogpobHble pe3ynbTaTbl TECTUPOBaHUS (CUCTEMHbIN YPOBEHb)

Permission
Modification of
Registry Keys

1 6ann
_ Camo3salyuta cpaboTana NofiHOCTb YCMEeLLIHO.
0.5 6anna Camo3aluuTa OT 3TOro BuAa ataku YacTUYHO OTCYTCTBYET, HO OCHOBHOM (hyHKLMOHAr
+/- npu 3TOM coxpaHurcs (aBToMaTyYeckn BOCCTaHOBUICS).
0 6annoB

Camo3alluTa OT 3TOro Braa aTaku NofHOCTLHO OTCYTCTBYET UMK €CTb, HO OCHOBHOM
(byHKLI,VIOHaJ'I BbIBEAEH U3 CTPOA.

DN

TecT Ha 3TOM BuAe atakm HEBO3MOXEH.

Registry Keys

Modify or Remove Important Keys
AV Database

Removing Configuration
Keys

Moduls
Modification
or Removing

Summary
(points)

o|o|o|o|o|o|o

VBAS32 Antivirus 3.11

H

'
'
'
1
1
E Y (=] B (=] [=]

ol

ZoneAlarm Internet Security 7.0

3.5

* BO3MOXHOCTb 3aLUWThl OT CHATME XYKOB nccnegosanacb d)aKyJ'IbTaTVIBHO N He y4YUTbIBaeTCAa npu noacyere 6annos.
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TecTupyembii NpoayKT

Kaspersky Internet Security 7.0
F-Secure Internet Security 2007
VBA32 Antivirus 3.11

Symantec Internet Security 2007
Panda Internet Security 2007
McAfee Internet Security 2007
Eset Smart Security 3.0
ZoneAlarm Internet Security 7.0
Avast! Professional Edition 4.7
Microsoft Windows Live OneCare 1.6
Trend Micro PC-Cillin 2007

Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Sophos Anti-Virus 6.5

Integrated Security Solution /

Self-Protection Level

Avast! Professional Edition 4.7
Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Eset Smart Security 3.0
F-Secure Internet Security 2007
Kaspersky Internet Security 7.0
McAfee Internet Security 2007
Microsoft Windows Live OneCare 1.6
Panda Internet Security 2007
Sophos Anti-Virus 6.5

Symantec Internet Security 2007

Trend Micro PC-Cillin 2007
VBAS32 Antivirus 3.11
ZoneAlarm Internet Security 7.0

Cymma 6annos

OueHka

pesynbTaToB

OTnnyHo

XopoLuo

YnoBrn.

Tect
nposarseH

Terminate

Process

Ta6bnuua 3a: UToroBble pe3ynbTaTbl TECTUPOBaHUA (3aBepLleHue NpoLeccoB)

Ta6nuua 36: NMogpobHble pe3ynbTaTbl TECTUPOBaHUSA (3aBepLUeHMe npoLueccoB), YacTb #1

Terminate

Threads

+/-

1 6ann

0.5 6anna

+/-

0 6annos

CamosallyTa oT 3TOro BUAa ataki YacTUYHO OTCYTCTBYET, HO OCHOBHOW (OYHKLIMOHAT
npy 3TOM COXPaHUIcs (aBTOMaTUYECKU BOCCTaHOBMIICS).

Camo3alluTa OT 3TOro Braa aTaku NofHOCTLHO OTCYTCTBYET UMK €CTb, HO OCHOBHOM

Processes

Process Termination

End Task

User Level API

Terminate

Process
as Job
+/-

Camo3salyuta cpaboTtana NofIHOCTbI YCMELLHO.

(byHKLI,VIOHaJ'I BbIBEAEH U3 CTPOA.

Debug
Active
Process

WinStation
Terminate
Process
+/-

- +/- +/- +/- - - +/-
- +/- +/- +/- = +/-
- +/- +/- +/- - +/-

+/- +/- +/- +/- +/-

+/-

+/-

+/-

+/-

+/-

+/-

+/- +/- +/- +/- +/-

+/- +/- +/- +/- +/-

+/- +/- +/- = o
+/- +/-

- - T

+/- +/- +/- +/- +/-

+/-

+/-

+/-
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Ta6nuua 3B: NMNoapobHbie pe3ynbTaThl TECTUPOBaHUSA (3aBepLUeHMNE NPOLEeCCOB), YacTb #2
Processes

Integrated Security Solution / User Level API Send Message Kernel Level API Summary

Self-Protection Level "Bruteforce” T (points)

posting

System Reboot Process

Avast! Professional Edition 4.7
Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Eset Smart Security 3.0
F-Secure Internet Security 2007
Kaspersky Internet Security 7.0
McAfee Internet Security 2007
Microsoft Windows Live OneCare 1.6
Panda Internet Security 2007
Sophos Anti-Virus 6.0

Symantec Internet Security 2007
Trend Micro PC-Cillin 2007
VBA32 Antivirus 3.11

ZoneAlarm Internet Security 7.0
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TecTupyembii NpoayKT

Kaspersky Internet Security 7.0
VBA32 Antivirus 3.11

Symantec Internet Security 2007
McAfee Internet Security 2007
ZoneAlarm Internet Security 7.0
Eset Smart Security 3.0

Avira Premium Security Suite 7.0
F-Secure Internet Security 2007
Trend Micro PC-Cillin 2007
Sophos Anti-Virus 6.5

Avast! Professional Edition 4.7
BitDefender Internet Security 10
DrWeb 4.44 Beta

Microsoft Windows Live OneCare 1.6
Panda Internet Security 2007

Integrated Security Solution /

Self-Protection Level

Avast! Professional Edition 4.7
Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Eset Smart Security 3.0
F-Secure Internet Security 2007
Kaspersky Internet Security 7.0
McAfee Internet Security 2007
Microsoft Windows Live OneCare 1.6
Panda Internet Security 2007
Sophos Anti-Virus 6.5

Symantec Internet Security 2007
Trend Micro PC-Cillin 2007

VBA32 Antivirus 3.11
ZoneAlarm Internet Security 7.0

Tabnuua 46: NMogpo6Hbie pe3ynbTaTbl TECTUPOBaHUA (MoandUKaLMA NPOLLeCCOB)

Ta6bnuua 4a: UToroBble pe3ynbTaTbl TECTUPOBaHUA (MogudUKaLus npoLeccoB)

Cymma 6annos OueHka
((UEYE)] pe3ynbTaToB
OTnunyHo
1 6ann
Xopowo I
0.5 6anna
+/-
YnoBrn.
0 6annoB
Tect
nposareH

Camo3saiyuta cpaboTana NofHOCTbIO YCMELLHO.

CamosaluuTa OT 3TOro BuAa aTaku YaCTUYHO OTCYTCTBYET, HO OCHOBHOIA
(pyHKUMOHAI NPY 3TOM COXPaHUIICS (aBTOMaTUYECKN BOCCTAHOBMIICS).

Camo3alluTa oT 3TOro Braa aTaku NofHOCTLHO OTCYTCTBYET UNKN eCTb, HO
OCHOBHOW d’)yHKLl,VIOHaJ'I BbiB€j€H U3 CTPOA.

Processes

Proccess or Code Modification Summary

Code Injection DLL Injection Modification of Memory Write in Process Memory (points)
1 2 1 2 3 1 2 1 2

3.5

5.0

: - +/- - +/- 35

+/- 3.5

5.5
5.0
9.0
6.0

= +/- 3.5

3.5

4.5
7.5
5.0
9.0
6.0
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Tabnuua 5a: UToroBble pe3ynbTaTbl TECTUPOBAHUA (3almUTa gpanBepoB)

Cymma 6annos OueHka
pesynbTaToB

TecTupyembii NpoayKT
ZoneAlarm Internet Security
VBA32 Antivirus 3.11

Sophos Anti-Virus 6.5 1 6ann
- Camosalyuta cpaboTana nosHoOCTbI0 YCNeLLHO.
Kaspersky Internet Security 7.0 OTnm4Ho _

F-Secure Internet Security 2007
DrWeb 4.44 Beta 0.5 6anna CamosalluTa OT 3TOro Bi1Aa aTakn HaCTUYHO OTCYTCTBYET, HO OCHOBHOW (dyHKLMOHanN
Avast! Professional Edition 4.7 npy 3TOM COXPaHUNCS (aBTOMaTUYECKN BOCCTAHOBMIICS).

Trend Micro PC-Cillin 2007

Panda Internet Security 2007 . 0 6annoB Camo3alluTa oT 3TOro Buaa aTaku NofHOCTbI0 OTCYTCTBYET UMK €CTb, HO OCHOBHOM
Microsoft Windows Live OneCare 1.6 . :I hyHKLMOHanN BblBEEH M3 CTPOS.

McAfee Internet Security 2007 Xopouio
Eset Smart Security 3.0

BitDefender Internet Security 10
Symantec Internet Security 2007

Yposn.

Avira Premium Security Suite 7.0

Integrated Security Solution / Summary
Self-Protection Level Halt Uninstall (points)
Driver Driver

Avast! Professional Edition 4.7
Avira Premium Security Suite 7.0
BitDefender Internet Security 10
DrWeb 4.44 Beta

Eset Smart Security 3.0
F-Secure Internet Security 2007
Kaspersky Internet Security 7.0
McAfee Internet Security 2007
Microsoft Windows Live OneCare 1.6
Panda Internet Security 2007
Sophos Anti-Virus 6.5

Symantec Internet Security 2007
Trend Micro PC-Cillin 2007
VBA32 Antivirus 3.11

ZoneAlarm Internet Security
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