Pe3synbTaTbl TECTAa aHTUBUPYCOB Ha JleYeHUe aKkTUBHOIO 3apaXeHus
(Tect N22 o1 09.2007)

http://www.anti-malware.ru/

Tabnuua 1: UToroBble pe3ynbTaThbl NeYeHus

AHTUBMPYC Harpapa % BbINEYEHHbIX
Gold
Malwars
Trestment
Dr.Web Anti-Virus 4.44.0.8030 beta Award 82%
B R
Gold Malware Treatment
Award
Kaspersky Anti-Virus 7.0.0.125 Shhver
Traatment
Award 1%
B
Symantec Norton AntiVirus 2007 Silver Malware Treatment
Award
Panda Antivirus 2008 Bronze 59%
Treatment
Avast! Professional Edition 4.7.1029 ’ 1.,'.'“".; 53%
AVG Anti-Virus 7.5.476 Bronze Malware Treatment 47%
Award
McAfee VirusScan 2007 29%
Trend Micro PC-Cillin 2007
Avira AntiVir PE Premium 7.0 24%
F-Secure Anti-Virus 2007 7.02.395 TecT
Eset NOD32 Antivirus 2.70.39 nposaneH 18%
Sophos Anti-Virus 6.5.7 R2
Dr.Web Anti-Virus 4.33.3 12%
BitDefender Antivirus 10 6%
()
VBA32 Antivirus 3.12.2.2
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Tabnuua 2a: Pe3ynbTaThl JieYeHWUs1 aKTUBHOIO 3apa)KeHUsl Pa3fiMiHbIMU aHTUBUPYCHbLIMU NPOAYKTaMuU

Avast! 1 AvG Anti-virus| AV ANBVIE | giinefender | Dr.web Anti- Dr'VY/?rE: " | EsetNOD32 | F-Secure Ani-| Kaspersky
AHTMBMpPYC \ BpegoHocHoe MO * F.’r.ofessmnal 75476 PE Premium Antivirus 10 Virus 4.33.3 4.44.0.8030 Antivirus Virus 2007 Anti-Virus
Edition 4.7.1029 7.0 beta 2.70.39 7.02.395 7.0.0.125
Adware.Win32. Look2me.ab
Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca
Email-Worm.Win32.Scano.ac
Trojan-Clicker.Win32.Costrat.|
Trojan-Downloader.Win32.Agent.brr
Trojan-Downloader.Win32.Agent.brk
Trojan-Proxy.Win32.Agent.lb
Trojan-Proxy.Win32.Wopla.ag
Trojan-Proxy. Win32.Xorpix.ba
Trojan-Spy.Win32.Bancos.aam
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af
Rootkit.Win32.Agent.ea
SpamTool.Win32.Agent.u

BbineyeHo/Bcero

* HasBaHus BpeOHOCHbLIX NporpaMm ykasaHo no knaccudpumkauum Jlabopatopumu Kacnepckoro



Tabnuua 26: Pe3yanaTb| JNie4YeHUA aKTUBHOIo 3apaxeHuns pas3fimiHbiIMU aHTUBUPYCHbIMU NPOAYKTaMU

AHTMBUpPYC \ BpegoHocHoe MO

Adware.Win32. Look2me.ab
Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca
Email-Worm.Win32.Scano.ac
Trojan-Clicker.Win32.Costrat.|
Trojan-Downloader.Win32.Agent.brr
Trojan-Downloader.Win32.Agent.brk
Trojan-Proxy.Win32.Agent.lb
Trojan-Proxy.Win32.Wopla.ag
Trojan-Proxy. Win32.Xorpix.ba
Trojan-Spy.Win32.Bancos.aam
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af
Rootkit.\Win32.Agent.ea
SpamTool.Win32.Agent.u
BbineyeHo/Bcero

McAfee Panda Sophos Anti- Nor?gr:n::tiflcirus Trend Micro PC- A\:Ec\lifs
VirusScan 2007 | Antivirus 2008 | Virus 6.5.7 R2 2007 Cillin 2007 31229

- aHTUBMPYC YCMELLHO YCTPaHWI akTUBHOE 3apaxeHune, paboTocnocobHOCTb CUCTEMbI BOCCTaHOBIEHa (He
- aHTUBUPYC HE CMOT YCTPaHUTb aKTUBHOE 3apaxeHne Unmn bbina cepbesHo HapylueHa paboTocnocoBHOCTb

[Mpn NONHOM UNKU YaCTUYHOM UCMNONb30BaHUK pe3ynbTaToB TecTa
ccbinka Ha Anti-Malware.Ru obs3atenbHal



Avast! Professional Edition 4.7.1029

HasBaHue Bupyca Bepawvkr
Adware.Win32. Look2me.ab

Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq

Backdoor.Win32.Haxdoor.ix

Backdoor.Win32.PcClient.ca

Email-Worm.Win32.Scano.ac

MogpobHocTn
OcTanuch Kio4ym aBTo3anycka B peecTpe.

BbiBOAMTCS COOOLLEHNE C OLLMOKOW npn cTapTe CUCTEMbI, T.K OCTallCA KIo4 aBTO3anycCKa B

peecTpe.

OcTannce Knoum aBTO3anycka B peecTpe.

O6HapyxeH 1 yaaneH dvb03a.dll. Octanucb He 0GHapPY>XEHHbIMU
dvb03a.sys,dvb06a.sys,qo.sys,qo.dll (npu cHATUM XyKOB ApariBepa BUpYyca - Bce 3T hannbl

OETEKTUPYHOTCS).

OcTannch Knoum aBTO3anycka B peecTpe.

dann yganeH, Ho Npu ctapTe CUCTEMbI MponagaeT paboyunin cTon (He yaarneH KoY aBTo3anycka).

Trojan-Clicker.Win32.Costrat.|

Hannyune TposiHa He oBHapyXeHo

Trojan-Downloader.Win32.Agent.brr

Hannuune TposiHa He 0GHapYXeHo

Trojan-Downloader.Win32.Agent.brk
Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag
Trojan-Proxy. Win32.Xorpix.ba
Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af

Hannyune TposiHa He oBHapyXeHOo

Ocrtancs Koy aBTO3anycka.

OcTtanuch Kn4vm aBTo3anycka.

OcTtancs Koy aBTO3anycka.

OcTancs koY aBTo3anycka.

OcTanucb Knw4m aBTO3anycka.

He BoccTaHaBnvBaeT 3awmngpoBaHHble hansbl.

Rootkit.Win32.Agent.ea

Hanuyve TposiHa He 0GHapYXeHo.

SpamTool.Win32.Agent.u

Hanvuune TposiHa He 0GHapYXEHO.

"Hanuune TposiHa He 0OHapyXnBaeTca" 03Ha4vaeT, YTo haln BMpyca He OGHapYyXXMBaeTCsA B 3apaXXeHHOW CUCTEME, NPY 3TOM POAUTENbLCKUIA chann

(oncTpmnbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/

[Mpy NONIHOM UMK YaCTUYHOM UCNONb30BaHUN Pe3yrnbTaToB TecTa
ccbinka Ha Anti-Malware.Ru ob6s3aTtenbHa!l
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AVG Anti-Virus 7.5.476

HasBaHue Bupyca
Adware.Win32. Look2me.ab

Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq

Bepaukr

Backdoor.Win32.Haxdoor.ix

Backdoor.Win32.PcClient.ca
Email-Worm.Win32.Scano.ac

MogpobHocTn
OcTanuch Kio4ym aBTo3anycka B peecTpe.

BbiBoanTCsa coobLueHme ¢ oWMBKOM Npu cTapTe CUCTEMbI, OCTanMChb K4YM aBTo3anycka B peectpe.
Mponan goctyn B IHTEpHET.

OcTannce Knoum aBTO3anycka B peecTpe.

OOGHapyxunBaeT npu 3anycke nporpamm dvb03a.dll, HO He B COCTOsIHMM C Hew YTo-Nnbo caenaTsb.
OcrtanbHble dannbl He 0OHapyXXMBaeT (NPY CHATUM XYKOB BCe halribl JETEKTUPYHOTCS).

OcTannce Krnoum aBTO3anycka B peecTpe.

He 3arpyxxaetcsa Explorer nocne nepesarpysku. YaaneHHbln dpansi NoOCTOAHHO NOSBAIASICA.

Trojan-Clicker.Win32.Costrat.|

Hanuyve TposiHa He 0GHapyXeHo.

Trojan-Downloader.Win32.Agent.brr

Hanun4une TposiHa He 0BHapyXXeHO.

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag
Trojan-Proxy. Win32.Xorpix.ba
Trojan-Spy.Win32.Bancos.aam

Trojan-Spy.Win32.Goldun.Is

Virus.Win32.Gpcode.af

O6HapyxuBaeTcs 1 yaansieTcs Tofbko ip6fw.sys, KOTOpbI Nocne nepesarpyski NosiBfsieTcs CHOBa

Ocrtancs Koy aBTO3anycka.

OcTanvch KioYm aBTo3anycka B peecrpe.

Ocrtancs Koy aBTO3anycka.

OcTanuch KoYm aBTosanycka B peecrpe.

OcTannce Knoum aBTO3anycka B peecTpe.

He BoccTaHaBnvBaeT 3amngpoBaHHble dhansbl.

Rootkit.Win32.Agent.ea

SpamTool.Win32.Agent.u

Hanuune TposiHa He 0OHapyXeHo.
O6HapyxeH *.nls dann. K ndis.sys He MOXeT nonyyYnTb JOCTYI.

"Hanuune TposiHa He 0OHapyXnBaeTca" 03Ha4vaeT, YTo haln BMpyca He OGHapYyXXMBaeTCsA B 3apaXXeHHOW CUCTEME, NPY 3TOM POAUTENbLCKUIA chann

(oncTpmnbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/

[Mpy NONIHOM UMK YaCTUYHOM UCNONb30BaHUN Pe3yrnbTaToB TecTa
ccbinka Ha Anti-Malware.Ru ob6s3aTtenbHa!l
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Avira AntiVir PE Premium 7.0

HasBaHue Bupyca
Adware.Win32. Look2me.ab

Bepaukr

MogpobHocTn
[eTtekTnpyet Yyactb hansioB peksiaMHON NporpamMmbl.

Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq

Backdoor.Win32.Haxdoor.ix

Backdoor.Win32.PcClient.ca
Email-Worm.Win32.Scano.ac

3aBrcaHne CUCTEMbI, MHOXXECTBEHHbIN OETEKT OQHOIo U TOro Xe q)a|7|na.

YpanseT nocne nepesarpy3ku B criydae nepeMMmeHoBaHus darna peknamHon nporpaMmmbl.
OcTannch Knody aBTo3arpysku.

O6HapyxuBaeT n nepenmeHoBbiBaeT dvb03a.dll. Nocne nepesarpysku No3BonsieT ee yaanuThb.
OcTtanbHble dannbl He obHapyXMBaeT (Bce dhannbl 4ETEKTUPYIOTCH NPU CHATUM XYKOB).

OcTanucb Kio4Yu aBTo3arpysku.

He 3arpyxxaetcsa Explorer nocne nepesarpysku. YaaneHHbin pann noCToaHHO NosBAsieTcs.

Trojan-Clicker.Win32.Costrat.|

Hanun4une TposiHa He 0BHapyXXeHo.

Trojan-Downloader.Win32.Agent.brr

Hanuyve TposiHa He 0GHapYXeHo.

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag

O6HapyXunBaeTcsa 1 yaanseTcsa TonbKo ip6fw.sys, KOTOpbI Nocrne nepesarpy3ku NosIBNAETCA CHOBA.

3aBucaHue cucTeMbl, MHOXXECTBEHHbIN AETEKT OOHOMO 1 TOro e ¢harna. Yganocb nepeMMmeHoBaTb
1 yaganutb. OCTancs K4y aBTo3arpysku.

Hannyune TposiHa He 0BHapyXeHO.

Trojan-Proxy. Win32.Xorpix.ba

Hanuyve TposiHa He 0GHapYXXeHO.

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af

Hanun4une TposiHa He 0BHapyXXeHO.

O6HapyxuBaeT u nepenmeHoBbiBaeT asusrx20.dll. Mocne nepesarpysku ygansiet ee v gpavieep.
OcTanuch KI4Yn aBTo3arpysku.

He BoccTaHaBnmBaeT 3aliMdpoBaHHbIE hannbl.

Rootkit.Win32.Agent.ea

Hanunyune TposiHa He 0BHapyXXeHo.

SpamTool.Win32.Agent.u

OGHapyxnBaeTcs 1 NepenMeHoBLIBAETCS TONbKO *.nls cpain. Nocne nepesarpysku BO3HUKAET
HoBbIN. Ndis.sys He 0BHapy>xMBaeTcs.

"Hanuune TposiHa He 0OHapyXmBaeTca" 03Ha4YaeT, YTo hain BMpyca He OGHapyXXMBaeTCsa B 3apaXXeHHOW CUCTEME, NPY 3TOM POAUTENbLCKUIA chann

(oncTpmnbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/

[Mpy NONIHOM UMK YaCTUYHOM UCNONb30BaHUN Pe3yrnbTaToB TecTa
ccbinka Ha Anti-Malware.Ru ob6s3aTtenbHa!l
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BitDefender Antivirus 10
HasBaHue Bupyca
Adware.Win32. Look2me.ab

Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq

Backdoor.Win32.Haxdoor.ix

Backdoor.Win32.PcClient.ca

Email-Worm.Win32.Scano.ac

Trojan-Clicker.Win32.Costrat.|
Trojan-Downloader.Win32.Agent.brr

Trojan-Downloader.Win32.Agent.brk
Trojan-Proxy.Win32.Agent.Ib

Trojan-Proxy.Win32.Wopla.ag

Trojan-Proxy. Win32.Xorpix.ba
Trojan-Spy.Win32.Bancos.amm

Trojan-Spy.Win32.Goldun.Is

Virus.Win32.Gpcode.af
Rootkit.Win32.Agent.ea

SpamTool.Win32.Agent.u

Bepaukr

Mogpo6GHocTn
HeTtekTupyeT n ygansert 4yacTb (pannoB peknaMmHON NporpaMmel.

BbiBOgMTCS cOOBLLEHME C OLLUMBKOM Mpu CTapTe CUCTEMbI, OCTaNMCh KITOUM aBTo3arnycka B peecTpe.
[Mponan goctyn B IHTEpHeT.

He moxeT yoanutb dann peknaMHOn NporpaMmmbl, HO NO3BONISIET €ro Or1I0KMPOBaTh.

Hannuune TposiHa obHapy>XMBaeTCs TONbKO NPU CKaHMPOBAHMM aHTUPYTKUTOM. Hukakux gencresunm
caenaTb Haj cnpsATaHHbIMU harinamm aHTMBUPYC He NpeanaraeT U caMm He NPou3BOaUT.

Hannuune TposiHa oGHapyXMBaeTCs TONbKO MpY CKaHUPOBaHWUN aHTUPYTKUTOM. HUKakux geicTBuii
caenaTb Had CnpsATaHHbIMK chainaMy aHTMBUPYC He NpeanaraeT U caM He NMPOW3BOAUT.

danin yganeH, HO Npu cTapTe CUCTEMbI NMponagaeT pabounii CcTon (He ygarneH KoY aBTo3anycka).

Hanuyve TposiHa He 0GHapYXeHO.

Hannyune TposiHa He 06HapyXeHO.

O6HapyxuBaeTcs 1 yaanseTcs Torbko ip6fw.sys, KOTOpbI Nocre nepesarpy3ku NosiBNSETCS CHOBA.

OcTtancs Koy aBTO3arpy3Kku.

Hannuune TposiHa oGHapyXMBaeTCs TONbKO NPY CKaHMPOBaHWUN aHTUPYTKUTOM. HUKakux geicTeuii
caenaTb Had CnpsATaHHbIMK chanaMy aHTMBUPYC He NpeaaraeT U caM He NMPOW3BOAUT.

Hanuyve TposiHa He 0GHapYXeHo.

Hanunyune TposiHa He 0BHapyXXeHo.

Hannuune TposiHa obHapy>XMBaeTCs TONbKO NPU CKaHMPOBAHMM aHTUPYTKUTOM. Hukakux gencresunm
caenaTtb Haj cnpsATaHHbIMU harinamm aHTMBUPYC He NpeanaraeT U caMm He NPou3BOaUT.

He BoccTaHaBnvBaeT 3almngpoBaHHble dhansbl.

Hanuyve TposiHa He 0GHapYXeHO.

OOGHapyxunBaeTcs 1 ygansieTcs Tonbko *.nls cpann. MNMocne nepesarpy3ky Bo3HUKaeT HOBbIA. Ndis.syS
He obHapyXuBaeTcs.

"Hanunume TposiHa He obHapyxnBaeTca" o3HavaeT, YTo hann Bupyca He obHapyXMBaeTCcs B 3apaKeHHOW CUCTEME, MPU STOM POAUTENbLCKUIA dhann

(mMcTpnbyTMB) OeTeKTUpyeTCs.

http://www.anti-malware.ru/

Mpy NONHOM YN YaCTUYHOM UCMONb30BaHUM PE3yNbTaToOB TecTa

ccbinka Ha Anti-Malware.Ru obsasaTtenbHal
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Dr.Web Anti-Virus 4.33.3
HasBaHue Bupyca

Adware.Win32. Look2me.ab

Bepaukr

MogpobHocTn
Mocne nepson nepesarpysku nagaet winlogon. Npu ckaHMpPOBaHUKW BO BPeEMS MHCTaNNALUK
look2me He Obin 06HapyXeH (KpoMe He Mcnornb3yemoro dana).

Adware. Win32.NewDotNet

OnuTenbHas 3arpyska OC nocne neveHus. Owmnbka B nouToBOoM Moayne. Nponan goctyn B
WHTepHeT. Adware He yaaneHa.

AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca

He moxeT yganutb dhann pekrnamHon nporpammel.

Mocne OByx NPOroHoB Gbinv 0BGHapYeHbl U yaaneHs! Bce dainnbl Bupyca. OCTanuck Kno4u
aBTO3arpy3ku.

Hanuyve TposiHa He 0GHapYXXeHO.

Email-Worm.Win32.Scano.ac

He moxeT yganutb dann vyepss. OH NOSBASIETCS CHOBA U CHOBA.

Trojan-Clicker.Win32.Costrat.|

Hanuyve TposiHa He 0GHapyXeHo.

Trojan-Downloader.Win32.Agent.brr

Hanun4une TposiHa He 06HapyXXeHO.

Trojan-Downloader.Win32.Agent.brk

O6HapyxuBaeTcs 1 yaanseTcs Tobko ip6fw.sys, KOTOpbIV Nocre nepesarpy3ku NosiBNSEeTCs CHOBA.

Trojan-Proxy.Win32.Agent.Ib

Hanuyve TposiHa He 0GHapYXeHo.

Trojan-Proxy.Win32.Wopla.ag

Hanun4une TposiHa He 0BHapyXXeHO.

Trojan-Proxy. Win32.Xorpix.ba

MoHuTOp GnokuMpyeT OoCTyn K hainy TposiHa Ha CTaauu 3arpysku cuctemMbl. Bupyc octaetcs
aKTVIBHbIM.

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af

Hanuyve TposiHa He 0GHapyXeHo.

OcTanucb Kio4uu aBTo3arpysku.

He BoccTaHaBnuBaeT 3aliMdpoBaHHbIE hannbl.

Rootkit.Win32.Agent.ea

Hann4une TposiHa He 0BHapyXeHO.

SpamTool.Win32.Agent.u

OGHapyxunBaeTcsa n ygansietcs Tonbko *.nls dann. MNocne nepesarpy3ku Bo3HMKaeT HOBbIN. Ndis.syd
He obHapyxuBaeTcs.

"Hanuune TposiHa He 0OHapyXmBaeTca" 03Ha4YaeT, YTo hain BMpyca He OGHapyXXMBaeTCsa B 3apaXXeHHOW CUCTEME, NPY 3TOM POAUTENbLCKUIA chann

(oncTpmnbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/

I'Ipvl NOJTHOM MINN YaCTUYHOM UCNOJIb30BaHNN pe3ynbTaToB TECTa

ccbinka Ha Anti-Malware.Ru ob6s3aTtenbHa!l
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Dr.Web Anti-Virus 4.44.0.8030 beta

HasBaHue Bupyca Bepaukr MogpobHocTu
Mocne nepson nepesarpysku nagaet winlogon. Npu ckaHMpPOBaHUKW BO BPeEMS MHCTaNNALUK
Adware.Win32. Look2me.ab look2me 6bin 06HapyXeH, HO BMECTO TOrO, YTOObI NPEANOXWTL ero yaanuTb ObiNo NPeanoXeHo
nepesarpysutbcsi.
Adware. Win32.NewDotNet +
AdWare.Win32.Virtumonde.bq +
Backdoor.Win32.Haxdoor.ix OcTancs KoY aBTo3arpysku.
Backdoor.Win32.PcClient.ca OcTtannch KIno4ym aBTo3arpyskiu.

: . 3aBucaeT ckaHep Npu nHcTannsumMm npoaykTa. MNpu 3arpyskn cuctemMsl He 3arpyxaetcst Explorer (He
Email-Worm.Win32.Scano.ac PP H poay P Py Py P (
yaaneH Koy aBTo3arpysku).

Trojan-Clicker.Win32.Costrat.| +

Trojan-Downloader.Win32.Agent.brr +
Trojan-Downloader.Win32.Agent.brk +
Trojan-Proxy.Win32.Agent.lb +
Trojan-Proxy.Win32.Wopla.ag +
Trojan-Proxy. Win32.Xorpix.ba +
Trojan-Spy.Win32.Bancos.amm +
Trojan-Spy.Win32.Goldun.Is +
Virus.Win32.Gpcode.af -] He BoccTaHaBnMBaeT 3alndpoBaHHbIe daiinbl.
Rootkit.Win32.Agent.ea OcTancs KoY aBTo3arpysku.
SpamTool.Win32.Agent.u +

"Hanuume TposiHa He obHapyxmnBaeTca" o3HavaeT, UTo dhann Bupyca He 0bHapyXMBaeTCs B 3apaXKeHHOW CUCTEME, MPU STOM POAUTENbLCKUIA dhann
(aMcTpnbyTMB) OEeTeKTUpyeTCs.

http://www.anti-malware.ru/ Mpy NONHOM UM YaCTUYHOM UCNONbL30BaHUN Pe3ynbTaToB TecTa
ccoinka Ha Anti-Malware.Ru o6s3atensHa!l
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Eset NOD32 Antivirus 2.70.39

HasBaHue Bupyca
Adware.Win32. Look2me.ab

Bepaukr

MogpobHocTn
[eTektnpyeT 1 yganseT YyacTb hansioB peknaMmHon NporpamMmmbl.

Adware. Win32.NewDotNet

[eTekTupyeTca ToNbko poanTensCckUn dawn.

AdWare.Win32.Virtumonde.bq

He moxeT yganutb dhann pekrnamHon nporpammel.

Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca

Email-Worm.Win32.Scano.ac

OOHapyXeHbl 1 yaaneHsl Bce dannel, kpome dvb03a.dll. Ero aHTMBMpyC He obHapyxuBaer.

OcTancs KoY aBTo3arpysku.

daiin yganeH, HO Npu cTapTe CUCTEMbI NMponagaeT pabounii CTon (He ygarneH KoY aBTo3anycka).

Trojan-Clicker.Win32.Costrat.|

Hanuyve TposiHa He 0GHapYXeHo.

Trojan-Downloader.Win32.Agent.brr

Hann4une TposiHa He 0BHapyXXeHo.

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag

OOGHapyxuBaeT 1 ygansiet ip6fw.sys, startdrv.exe, runtime.sys, KoTopble NosBASOTCA Nocne
nepesarpysku. Runtime2.sys He 0OHapyXeH.

OcTtancs Koy aABTO3arpy3Kku.

Hannyune TposiHa He 0BHapyXXeHO.

Trojan-Proxy. Win32.Xorpix.ba

Hanuyve TposiHa He 0GHapYXeHO.

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af

Hanunyune TposiHa He 0BHapyXXeHo.

Ocrtancs Koy aBTO3arpy3Kku.

He BoccTaHaBnvBaeT 3amngpoBaHHble dhansbl.

Rootkit.Win32.Agent.ea

Hanuyve TposiHa He 0GHapYXeHO.

SpamTool.Win32.Agent.u

OOGHapyxunBaeTcs 1 yaanseTcs Tonbko *.nls cpann. MNMocne nepesarpy3ky Bo3HUkaeT HOBbIN. Ndis.syS
He obHapyXuBaeTcs.

"Hanuume TposiHa He obHapyxmnBaeTca" o3HavaeT, UTo dhann Bupyca He 0bHapyXMBaeTCs B 3apaXKeHHOW CUCTEME, MPU STOM POAUTENbLCKUIA dhann

(aMcTpnbyTMB) OEeTeKTUpyeTCs.

http://www.anti-malware.ru/

Mpy NONHOM MM YaCTUYHOM UCMONb30BaHUM PE3yNbTaToOB TecTa

ccbinka Ha Anti-Malware.Ru obsasaTtenbHal


http://www.anti-malware.ru/

F-Secure Anti-Virus 2007 7.02.395

HasBaHue Bupyca Bepawvkr
Adware.Win32. Look2me.ab

MogpobHocTn
[eTektnpyeT 1 yganseT YyacTb hansioB peknaMmHon NporpamMmmbl.

Adware. Win32.NewDotNet

OnutensHas 3arpyska OC nocne nedvenus. MNponan goctyn B IHTEpPHET.

AdWare.Win32.Virtumonde.bq

He moxeT yganutb dhans pekrnamHon nporpammel.

Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca
Email-Worm.Win32.Scano.ac

He moxeT yaanutb cannbsl TposiHa.

OcTanucb Kio4u aBTo3arpysku.

He moxeT yganutb cann 4yepss. OH NosBASETCA CHOBA U CHOBA.

Trojan-Clicker.Win32.Costrat.|

TposiH 06HAPYXMBAETCS, HO AHTUBMPYC HE MOXET C HUM HUYEro caenathb.

Trojan-Downloader.Win32.Agent.brr

Hanuyve TposiHa He 0GHapyXeHo.

Trojan-Downloader.Win32.Agent.brk
Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag

O6HapyxuBaeT n yganser ip6fw.sys. Ha npoBepke runtime2.sys - 3aBucaer.

OcTtancs Koy aBTO3arpy3Kku.

TposiH 06HAPYKMBAETCS, HO AHTUBMPYC HE MOXET C HUM HUYEro caenathb.

Trojan-Proxy. Win32.Xorpix.ba

Hanuyve TposiHa He 0GHapYXeHO.

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af

Hannyune TposiHa He 0BHapyXXeHO.

OcTannce Krnoum aBTO3arpy3Kku.

WMcueneHbl dhannbl TOMNbKO C pacluMpeHneM, KOTopble 3aaHbl B HACTPOWKaX NPOBEPKN.

Rootkit.Win32.Agent.ea

Hanwnune TpodHa He o6Hapy>KeHo. I'Ip|/| CKaHVUPOBaHUN aHTUPYTKUTOM - 3aBUCaEeT aHTUBUPYC.

SpamTool.Win32.Agent.u

[Mocne nepBoro pecrtapra cuctema nagaet noctosiHHo B BSOD Bo Bpemsi 3arpy3ku.

"Hanuume TposiHa He obHapyxmnBaeTca" o3HavaeT, YTo hann Bupyca He 0bHapyXMBaeTCcs B 3apaKeHHOW CUCTEME, MPU STOM POAUTENbLCKUIA dhann

(amMcTpnbyTMB) OeTeKTUpyeTCs.

http://www.anti-malware.ru/

[Mpy NONIHOM UMK YaCTUYHOM UCNONb30BaHUN Pe3yrnbTaToB TecTa
ccbinka Ha Anti-Malware.Ru ob6s3aTtenbHa!l
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Kaspersky Anti-Virus 7.0.0.125
HassaHue Bupyca Bepaukr
Adware.Win32. Look2me.ab
Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca
Email-Worm.Win32.Scano.ac
Trojan-Clicker.Win32.Costrat.|
Trojan-Downloader.Win32.Agent.brr

MogpobHocTn
+

+

OcTancs KoY aBTo3arpysku.

+

OcTanucb Kio4un aBTo3arpysku.

+

OcTancs KoY aBTo3arpysku.

Hanuyve TposiHa He 0GHapYXeHO.

Trojan-Downloader.Win32.Agent.brk
Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag
Trojan-Proxy. Win32.Xorpix.ba
Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af
Rootkit.Win32.Agent.ea

HeTtekTupyet runtime2.sys, HO HE MOXET yaanuThb.

+

OcTanucb Kio4un aBTo3arpysku.

+

3aBu1caeT cucTema npu ctapte aHTMBMpyca.

+

+

JdeTtektnpyet Lsw61.sys, HO HE MOXET yaanuTb.

SpamTool.Win32.Agent.u

Mpu ycTaHOBKM aHTUBMpYca cuctema nagaet 8 BSOD.

"Hanuune TposiHa He 0OHapyXnBaeTca" 03Ha4vaeT, YTo hain Bupyca He OBHapYyXXMBaeTCsa B 3apaXXeHHOW CUCTEME, NPY 3TOM POAUTENbLCKUIA chann

(oncTpmnbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/

[Mpy NONIHOM UMK YaCTUYHOM UCNONb30BaHUN Pe3yrnbTaToB TecTa
ccbinka Ha Anti-Malware.Ru ob6s3aTtenbHa!l
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McAfee VirusScan 2007
HasBaHue Bupyca
Adware.Win32. Look2me.ab
Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca

Bepaukr

Email-Worm.Win32.Scano.ac

MogpobHocTn
[eTektnpyeT 1 yganseT YyacTb hansioB peknaMmHon NporpamMmmbl.

Octancs ko4 NSP.

+

He BO3MOXHO YCTAHOBUTb aHTUBUPYC.

OcTancs KoY aBTo3arpysku.

darin yaaneH, Ho Npu cTapTe CUCTEMbI NponagaeT paboynii CTon (He yaaneH KoYy aBTo3arpysku).

Trojan-Clicker.Win32.Costrat.|

O6HapyxunBaeTcst Tonbko nepexeat SYSENTER.

Trojan-Downloader.Win32.Agent.brr

Hannyune TposiHa He oBHapyXeHOo

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.Ib
Trojan-Proxy.Win32.Wopla.ag

O6HapyxuBaeTcs 1 yaanseTcs Tobko ip6fw.sys, KOTOpbI Nocre nepesarpy3ku NosiBNSETCS CHOBA.

OcTtancs Koy aBTO3arpy3Kku.

Hannyune TposiHa He oBHapyXeHo

Trojan-Proxy. Win32.Xorpix.ba

Hannuune TposiHa He 0GHapYXeHo

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.Is
Virus.Win32.Gpcode.af

Hann4une TposiHa He oBHapyXeHo

+

He BoccTaHaBnvBaeT 3amngpoBaHHble dhansbl.

Rootkit.Win32.Agent.ea

JeTekTupyeT nvb NpucyTcTBUE TPosiHa B cucteme (nepexsaT IRP-06paboTymkoB).

SpamTool.Win32.Agent.u

OOGHapyxunBaeTcs 1 yganseTcs Tonbko *.nls cpann. MNMocne nepesarpy3ky Bo3HUkaeT HOBbIN. Ndis.syS
He obHapyXuBaeTcs.

"Hanuume TposiHa He obHapyxmnBaeTca" o3HavaeT, UTo dhann Bupyca He 0bHapyXMBaeTCs B 3apaXKeHHOW CUCTEME, MPU STOM POAUTENbLCKUIA dhann

(aMcTpnbyTMB) OEeTeKTUpyeTCs.

http://www.anti-malware.ru/

Mpy NONHOM MM YaCTUYHOM UCMONb30BaHUM PE3yNbTaToOB TecTa

ccbinka Ha Anti-Malware.Ru obsasaTtenbHal
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Panda Antivirus 2008
HasBaHue Bupyca Bepawvkr MogpobHocTn
Adware.Win32. Look2me.ab OcTannch KIn4ym aBTo3arpysku.

Adware. Win32.NewDotNet +

AdWare.Win32.Virtumonde.bq [leTekTupyeTcs TONbKo poANTENBCKUI danis.

Backdoor.Win32.Haxdoor.ix OcTanuchb Knio4Yn asTo3arpysku.

Backdoor.Win32.PcClient.ca OcTtannch Knoym aBTo3arpyskiu.

Email-Worm.Win32.Scano.ac darin yaaneH, HO Npu cTapTe CUCTEMbI NponagaeT paboynii CTon (He yaaneH KoYy aBTo3arpysku).

Trojan-Clicker.Win32.Costrat.| Hanuuyve TposiHa He 0BHapyXXeHO.

Trojan-Downloader.Win32.Agent.brr OcTancs KoY aBTo3arpysku.

O6HapyxuBaeT u yoansert ipbfw.sys, startdrv.exe, KoTopble NOABNSIOTCA Nocrne nepesarpysku.
Runtime2.sys He 06HapyXeH.

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.Ib OcTancs KoY aBTo3arpysku.

Trojan-Proxy.Win32.Wopla.ag OcTannch KInoymM aBTo3arpysku.

Trojan-Proxy. Win32.Xorpix.ba OcTancs KoY aBTo3arpysku.

Trojan-Spy.Win32.Bancos.amm OcTancs KoY aBTo3arpysku.

Trojan-Spy.Win32.Goldun.Is OcTannch Knoyy aBTo3arpysku.

Virus.Win32.Gpcode.af He BoccTaHaBnvBaeT 3aliMdpOBaHHbIE dhansbl.

Rootkit.Win32.Agent.ea Hanuuyve TposiHa He 0BHapYyXXeHO.

SpamTool.Win32.Agent.u He moxeTt BbineunTb ndis.sys

"Hanuune TposiHa He 0OHapyXnBaeTca" 03Ha4vaeT, YTo haln BMpyca He OGHapYyXXMBaeTCA B 3apaXXeHHON CUCTEME, NPY 3TOM POAUTENbLCKUIA chann
(oncTpmnbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/ [Mpy NONIHOM UMK YaCTUYHOM UCNONb30BaHUN Pe3yrnbTaToB TecTa
ccbinka Ha Anti-Malware.Ru o6s3atenbHa!l
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Sophos Anti-Virus 6.5.7 R2
HasBaHue Bupyca Bepawvkr MogpobHocTn
Adware.Win32. Look2me.ab [ -] [eTekTvpyeT YacTb hannoB PeknaMHO NPorpaMmbl, HO HE MOXET YAanWTb.

Adware. Win32.NewDotNet +

AdWare.Win32.Virtumonde.bq He moxeT yoanutb dann pekrnaMHOn NporpaMmmeil.

Backdoor.Win32.Haxdoor.ix O6HapyxwvBaeT n ygansiet Tonbko dvb03a.dll.

Backdoor.Win32.PcClient.ca 3aBu1CaeT aHTUBMPYC.

Email-Worm.Win32.Scano.ac He moxeT yganutb cann yepss.

Trojan-Clicker.Win32.Costrat.| Hann4une TposiHa He 0BHapyXXeHo.

Trojan-Downloader.Win32.Agent.brr Hanuuyve TposiHa He 0BHapyXXeHO.

Trojan-Downloader.Win32.Agent.brk OGHapyxunBaeTcsa 1 yaansieTcsl Tonbko ip6fw.sys, KOTOpLIN Nocne nepesarpy3ky NosiBNSETCA CHOBA.

Trojan-Proxy.Win32.Agent.lb OcTancs KoY aBTo3arpysku.

Trojan-Proxy.Win32.Wopla.ag Hanunyne TposiHa He 06Hapy>XeHo.

Trojan-Proxy. Win32.Xorpix.ba Hannyune TposiHa He 0BHapyXXeHo.

Trojan-Spy.Win32.Bancos.amm Hanuuyve TposiHa He 0BHapyXXeHO.

Trojan-Spy.Win32.Goldun.Is OcTannch Knodm aBTo3arpysku.

Virus.Win32.Gpcode.af He BoccTaHaBnvBaeT 3aliMdpoBaHHbIE hannbl.

Rootkit.Win32.Agent.ea Hanunuune TposiHa He 0BHapyXXeHO.

SpamTool.Win32.Agent.u [eTekTupyeT TOoNnbKo *.nls dhans, KOTOpbIN HE MOXET yaanuThb.

"Hanuume TposiHa He obHapyxmnBaeTca" o3HavaeT, UTo dhann Bupyca He 0bHapyXMBaeTCs B 3apaXKeHHOW CUCTEME, MPU STOM POAUTENbLCKUIA dhann
(aMcTpnbyTMB) OEeTeKTUpyeTCs.

http://www.anti-malware.ru/ Mpy NONHOM UM YaCTUYHOM UCNONbL30BaHUN Pe3ynbTaToB TecTa
ccoinka Ha Anti-Malware.Ru o6s3atensHa!l
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Symantec Norton AntiVirus 2007
HassaHuve Bupyca Bepaukr MogpobHocTK
Adware.Win32. Look2me.ab +

Adware. Win32.NewDotNet +

AdWare.Win32.Virtumonde.bq +

Backdoor.Win32.Haxdoor.ix Mpu 3anycke cuctema napy pas nagana s BSOD.

Backdoor.Win32.PcClient.ca OcrTarncs Koy aBTo3arpy3sku.

Email-Worm.Win32.Scano.ac [ -] AHTVBMPYC 3aBMCAET Ha 3Tane yCTaHOBKM.

Trojan-Clicker.Win32.Costrat.| +

Trojan-Downloader.Win32.Agent.brr +

Trojan-Downloader.Win32.Agent.brk _ OOHapyxunBaeTcs 1 yaansieTcs Tonbko ip6fw.sys, KOTOpbI NOCNe nepesarpy3ky NosIBASIETCA CHOBA.

Trojan-Proxy.Win32.Agent.lb +
Trojan-Proxy.Win32.Wopla.ag +
Trojan-Proxy. Win32.Xorpix.ba +
Trojan-Spy.Win32.Bancos.amm +
Trojan-Spy.Win32.Goldun.ls +
Virus.Win32.Gpcode.af HeBO3MOXHO YCTaHOBUTb aHTUBUPYC.
Rootkit.Win32.Agent.ea AHTVBUPYC 3aBUCAET MPU CKAHNPOBAHUN.
SpamTool.Win32.Agent.u [Mocne yCTaHOBKW aHTMBUPYCA M Nepesarpy3kn HEBO3MOXHO 3arpy3vTb CUCTEMY.

"Hannuune TposiHa He oOHapyxumBaeTcsa" 03Ha4aeT, YTO (oann BUpyca He OOHapyXXMBaeTCcs B 3apaXEHHOW CUCTEME, NMPU STOM POAMTENBCKUIA dhann
(BmMcTpMbyTMB) OETEeKTUpYyeTCS.

http://www.anti-malware.ru/ Mpn NONHOM UNKU YaCTUYHOM UCMONBL30BaHWUM Pe3ynbTaToB TecTa
ccbinka Ha Anti-Malware.Ru o6s13aTensHal
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Trend Micro PC-Cillin 2007
HassaHuve Bupyca
Adware.Win32. Look2me.ab
Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca

Bepaukr

MogpobHocTK
[eTtekTupyet v yganset Yyactb hainsioB peksiaMHON NporpamMmbi.

Ocrtancs ko4 NSP.

OcTanucb Kio4Yu aBTo3arpysku.

OcTanuck Knoum ABTO3arpy3Ku.

He MOXeT yaanuTb CepBUCHYIO YaCcTb TPOSIHCKOW NMporpamMmei.

Email-Worm.Win32.Scano.ac

daiin yganeH, HO Npu cTapTe cUCTEMbI NMponagaeT pabdounii CTon (He yaaneH KoY aBTo3arpyski).

Trojan-Clicker.Win32.Costrat.|

Hanuuve TposiHa He 0GHapY>XeHO.

Trojan-Downloader.Win32.Agent.brr

Hannuune TposiHa He 0OHapyXeHo.

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.lb
Trojan-Proxy.Win32.Wopla.ag

O6GHapyxuBaeT u yoansert ipbfw.sys, startdrv.exe, runtime.sys, KoTopble NOSABNAAKTCA Nocne
nepesarpy3ku. Runtime2.sys He oGHapy»xeH.

Octancs knoy ABTO3arpy3Ku.

Hannuune TposiHa He 0OHapyXeHo.

Trojan-Proxy. Win32.Xorpix.ba

Hanuuve TposiHa He 0GHapY>XeHO.

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.ls
Virus.Win32.Gpcode.af

Hannuune TposiHa He 0OHapyXeHO.

OcTanuck Knoum ABTO3arpy3Ku.

He BoccTtaHaBnveaeT 3awmndpoBaHHble hannbl.

Rootkit.Win32.Agent.ea

Hanuune TposiHa He 0GHapY>XeHO.

SpamTool.Win32.Agent.u

OGHapyxunBaeTcsa 1 yaansieTcsl Tonbko *.nls chann. MNMocne nepesarpy3kn BO3HWKAET HOBbIA. Ndis.syS
He obHapyXxnBaeTcs.

"Hannuune TposiHa He oOHapyxumBaeTcsa" 03Ha4aeT, YTO (oann BUpyca He OOHapyXXMBaeTCcs B 3apaXEHHOW CUCTEME, NMPU STOM POAMTENBCKUIA dhann

(BmMcTpMbyTMB) OETEeKTUpYyeTCS.

http://www.anti-malware.ru/

MpX NONHOM UMM YaCTUYHOM UCMONb30BaHMM Pe3ynbTaToB TecTa
ccbinka Ha Anti-Malware.Ru obsa3atenbHal
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VBA32 Antivirus 3.12.2.2
HassaHune Bupyca
Adware.Win32. Look2me.ab
Adware. Win32.NewDotNet
AdWare.Win32.Virtumonde.bq
Backdoor.Win32.Haxdoor.ix
Backdoor.Win32.PcClient.ca

Email-Worm.Win32.Scano.ac

Trojan-Clicker.Win32.Costrat.|
Trojan-Downloader.Win32.Agent.brr

Trojan-Downloader.Win32.Agent.brk

Trojan-Proxy.Win32.Agent.lb
Trojan-Proxy.Win32.Wopla.ag
Trojan-Proxy. Win32.Xorpix.ba

Trojan-Spy.Win32.Bancos.amm
Trojan-Spy.Win32.Goldun.ls
Virus.Win32.Gpcode.af
Rootkit.Win32.Agent.ea
SpamTool.Win32.Agent.u

Bepawukr

JeTtekTupyet v yganset Yyactb hainsioB peksiaMHON Nporpammbi.

He moxeT yaanutb cann peknamHon NporpaMmmel.

He MoxeT yganutb ghann peknamHon nporpamMmmel.

O6HapyxvBaeT MoHUTOPOM Tonbko dvb03a.dll, HO He MOXET C HEW HUYEro caenaTb.

Hetektnpyet moHntTopom Tonbko Yigxkmtz.dll, HO He MOXET C Hen HM4Yero caenartb.

darin yaaneH, HO Npu cTapTe CUCTEMbI NponagaeT paboynii cTon (He yaaneH KoYy aBTo3anycka).

Hanuuve TposiHa He 0GHapYXeHO.

Hannuune TposiHa He 0OHapyXeHo.

O6HapyxunBaeTcs 1 yaansieTcs ToNbko ip6fw.sys, KOTOpbI Nocre nepesarpysku NosIBNSeTCs CHOBaA.

OcTancs Koy ABTO3arpy3Kun.

Hannuune TposiHa He 0OHapyXXeHo.

Hanuuve TposiHa He 0GHapY>XeHO.

Hannuune TposiHa He 0OHapYXeHO.

HetektupyeT MOHUTOPOM TOMbKO asusrx20.dll, HO He MOXeT C HEN HU4Yero caenathb.

He BoccTtaHaenveaeT 3awmndpoBaHHble hannbl.

Hanuuve TposiHa He 0GHapYXeHO.

Hanunuune TposiHa He 0GHapYXeHO.

"Hanuume TposiHa He 0OHapyXnBaeTca" 03Ha4YaeT, YTo hann BMpyca He OGHapPYXMBAETCS B 3apaXXeHHOW CUCTEME, NPY 3TOM POANTENbCKMIA chann

(oncTpunbyTnB) OETEKTMPYETCS.

http://www.anti-malware.ru/

[Mpn NONHOM UNKU YaCTUYHOM UCMNONbL30BaHUM pe3ynbTaToB TecTa
ccbinka Ha Anti-Malware.Ru obs3atenbHal
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